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e Inventory: Flat Approach

e Inventory: Normalized Approach




Inventory Approaches

OSCAL makes two approaches available for depicting the system inventory:

o Flat Approach: Aligns with today's FedRAMP Integrated inventory workbook
where all of the information on a spreadsheet row is captured in a single
assembly.

« Normalized Approach: Common information is normalized as OSCAL
components. inventory-items point to components for common information.

With the flat approach, all content on a spreadsheet row appears in a single OSCAL
inventory-item assembly. This results in a great deal of redundant information but is a
simple transition from the current spreadsheet approach.

See Inventory: Flat Approach for more information.

Retrofit Adoption Path: MVP

If you have an existing FedRAMP authorization and are using the FedRAMP
inventory spreadsheet template, start with the flat approach, and migrate over
time to the normalized approach.

With the Normalized approach, common information is captured once in a
component assembly. Each instance of that component has its own inventory-item
assembly, which cites the relevant component and only includes information unique to
that instance.

See Inventory: Normalized Approach for more information.

New Adoption Path: Core

If you are adopting OSCAL at the beginning of your FedRAMP journey, define
components first, then regerence those components as you generate
inventory.

Example


https://patterns.rufrisk.com/books/fedramp-system-security-plan-ssp/page/inventory-flat-approach
https://patterns.rufrisk.com/books/fedramp-system-security-plan-ssp/page/inventory-normalized-approach

The same Linux operating system is used as the platform for all database and web
servers. Most details about operating system are captured once as a component,
including OS name, version number, and patch level.

If four Linux instances are used, each instance is an inventory item with a unique IP
address and MAC address. Only those unique pieces are captured at the inventory
level. All four inventory-items are linked to the component.



Inventory: Flat Approach

The flat approach to inventory is only intended as a starting point for service providers
converting from a legacy FedRAMP inventory spreadsheet template.

If you are not converting legacy inventory, use the Inventory: Normalized Approach.

With the flat approach, all content on a spreadsheet row appears in a single OSCAL
inventory-item assembly. This results in a great deal of redundant information but is a
simple transition from the current spreadsheet approach.
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Flat-File inventory Approoch

Flat Representation

system-security-plan:
uuid: 11111111-2222-4000-8000-000000000000
system-implementation:
inventory-items:
- uuid: 11111111-2222-4000-8000-011000000001
description: Legacy Example (No implemented-component).
props:
- name: asset-id
value: unique-asset-ID-01

- name: ipv4-address
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value: 10.1.1.1

name: ipv6-address

value: 2001:db8:3333:4444:5555:6666:7777:8888
name: virtual

value: 'no'

name: public

value: 'no'

name: fqdn

value: dns.name

name: uri

value: uniform.resource.identifier
name: netbios-name

value: netbios-name

name: mac-address

value: 00:00:00:00:00:00

name: asset-type

value: operating-system

name: serial-number

value: 'Serial #'

name: asset-tag

value: Asset Tag

name: vlan-id

value: VLAN Identifier

name: network-id

value: Network Identifier

name: scan-type

ns: http://fedramp.gov/ns/oscal
value: infrastructure

name: vendor-name

ns: http://fedramp.gov/ns/oscal
value: Big Vendor, Inc.

name: scan-type

ns: http://fedramp.gov/ns/oscal
value: database

name: allows-authenticated-scan
value: 'no'

remarks: If no, explain why. If yes, omit remarks field.
name: physical-location

value: Physical location of Asset

name: is-scanned



value: 'yes
remarks: If no, explain why. If yes, omit remarks field.
- name: function
value: Required brief, text-based description.
remarks: Optional, longer, formatted description.
links:
- href: '#11111111-2222-4000-8000-009000000002"
rel: validation
- href: '#11111111-2222-4000-8000-001000000059'
rel: baseline
responsible-parties:
- role-id: asset-owner
party-uuids:
- 11111111-2222-4000-8000-004000000016
- role-id: asset-administrator
party-uuids:
- 11111111-2222-4000-8000-004000000017

remarks: 'COMMENTS: Additional information about this item.

This links to a FIPS 140-2 validated software component that is used by this
inventory item. This type of linkage to a validation through the component

is preferable to the link[rel=''validation''] example above.'

Notes:

The value of asset-type determines whether the identified asset-administrator is
managing a system or an application. Currently, any FedRAMP-defined asset-type
implies the management of a system, and therefore, is to be scanned as
infrastructure.



Inventory: Normalized Approach

The normalized approach is prefered. Organizations starting new with no legacy
inventory reporting should use this.

For organizations converting from a legacy FedRAMP inventory spreadsheet template,

consider starting with the Inventory: Flat Approach and migrating to the normalized

approach over time.

With the Normalized approach, common information is captured once in a
component assembly. Each instance of that component has its own inventory-item
assembly, which cites the relevant component and only includes information unique to
that instance.
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Component-bosed Inventory Approach

Component-based Representation

system-security-plan:

uuid: 11111111-2222-4000-8000-000000000000

system-implementation:

components:

- uuid: 11111111-2222-4000-8000-009000300300
type: software
title: Linux Operating System
description: This is a web server that communicates with a database via an encrypted

connection

props:

- name: asset-type
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value: operating-system
- name: allows-authenticated-scan
value: 'yes'
- name: scan-type
ns: http://fedramp.gov/ns/oscal
value: web
links:
- href: '#11111111-2222-4000-8000-001000000059"
rel: baseline
status:

state: operational

inventory-items:

- uuid: 11111111-2222-4000-8000-011000000023
description: Instance of the Linux Operating System
props:

- name: asset-id
value: unique-asset-ID-23
- name: asset-type
value: operating-system
- name: ipv4-address
value: 10.23.23.23
- name: ipv6-address
value: 0000:0000:0000:0000:0000: ffff:0al7:1717
- name: virtual
value: 'yes'
- name: public
value: 'no'
- name: fqdn
value: linux-host.example.internal
- name: physical-location
value: Primary Data Center

- name: is-scanned

value: 'yes
- name: scan-type
ns: http://fedramp.gov/ns/oscal
value: infrastructure
responsible-parties:
- role-id: asset-owner

party-uuids:



- 11111111-2222-4000-8000-004000000010

role-id:

asset-administrator

party-uuids:

- 11111111-2222-4000-8000-004000000017

implemented-components:

- component-uuid: 11111111-2222-4000-8000-009000300300

Notes:

e If component-sample is an image of a Linux virtual machine (VM), and 10 instances of that
VM are in use, there would be one (1) component assembly and ten (10) inventory-item
assemblies, all referencing the same component.

Inventory Data Locations and XPath Queries

The following queries are intended to show where to find each piece of information

within the system inventory template.
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OSinfrastructure Inventory

Guidance Valid Values Imvmnioey Data Location: XPath Notation
Optional, unless i
NetBIOS Name used as Identifier in X 0-m /*/system-implementation/system- r-:encm:y inventory-item/ One prop field per NetBIOS name, if more
scans or secuify prop [Ename="netbios-name"] /{ than one.
he Optional, unless o Sl per MAC: add i
W e May Vaid MAC | used as Identifierin , /*/system—implementation/ em-inventory/inventory-item/ ne prop field per MAC address, if more
MAC Address | 5y ¥ one dossnot dress scans or secuity X 0-@ o ol e e e L SO e s * i than one
exist, or dynamic.
L . . _ s Must have “Authenficated-Scan” at the
_ o Menctory for f*{:zfxﬁg;:\glﬂiﬁr‘;:g‘gﬁm‘”ﬁgﬂnanJ_:-mp[E"EIE— e inventory-item level either explicitly or via a
Aumgggrcl:aned YesorNo. st X 1 HERELeaEE g Iinked companent.
Softwars and */system—implementati ystem-inventory/inv NMay denne it at component level and
Database. item/prop[Ename="allows-authenticated-scan”]/ propagate to inventory-item
- o . Must have “Baseline Configurafion Name™ at
Baseline n;;:_—l_l'ahr: = f*ézg?i;‘;;;‘giﬁg:’:tﬁ’c‘"‘;mo"“‘h‘mp[E"a"'e EES lhf I'rcl'é’gnlury-llam level ertﬁar explicitly or via
Cunﬂgnmﬁm e Leave r:\aru fcr X Oor1 alinked component
ame CSF configuration Softwar */system-impl Tati ystem-inventory/invento
management. Databa: { thmiprop [@name="basaline_fanfiqurationnamen]/dvalue it e, Vet and
7/ system— 11\plaxentacmn.«‘~mpona-x /prop [Bname="software—name"] Use software name and version and set
[Ens="http: fedramp.gov/ns/oscal”]/Evalue assetiype
- e for /#/system-implementation/component/prop[Ename="version®] /Gvalue | HoOWTEd IOl operaung systems.
OS Name and | CPesiing System Name Snfrastucure
Version and Viersion running on Leave biank for X Oor1 S —— o e e e e f e MUST Nave “Us Name and Version” at the
2 asset Software and /*/system-implementation/sy inventory/inventory-icem/ inveniory-item level either explicitly urwaa
propl@name="software—nama"]/@value inked component May detng i a
*/system-implementation/ z-am—lnancovy/ nventory-icem/ fomponen Ievel and propagate o |n»emarv
pxop[@name— Zoftware-version® 1/ @
F'1 sr.al I:..auur of i onal for
o Optional
et e DLE'E[‘,’E,:L:E’“;C'E X Dor1 | /*/system-implementation/system-inventory/inventory-
frasiucture item/prop[Ename="physical-location"]/@value
Must use an Accepted Value (see Registry)
e /*/systen-inplemantacion/component/prop [fname="assat-typa"] /Evalus | I o GPPICADIE 0N xists
Asset T, g I M X 1 . o X Must have *Asset Type” at the inventory-item
L= R e /#/system-implementacion/systen-inventory/inventory-item ievel, ennarexpncm"porwaaum:au i
. el [Bname="azset-type"]/Evalue component. May define it at cumponant level
and propagate o inventory-item.
stem-implementation/component/prop [@name="vendor-
/Gvalue Must have “Hardware Vendor” and
"Hardware Model™ at the inventory item-level
\:L danm f-:r /*/system-implementation/component/prop [Ename="model"] /Evalue edther explicitly, or via a inked component
Hardware e e May define it at component level and
Make/Model product and model. o b‘ar* fcr X Dor1 /*/system-impl tation/systen-inventory/inventory- propagate 1o inventory-item
. Softwar :Lcan,fg.ron[@rame vendor-name”
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ut Pnamef haroware-moged” at inventory
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Should the asse Mandaiory for
In Latest Scan | eiie X 1 /*/system-implementation/system-inventory/inventory-
R item/prop[Ename="is-scanned"]/gvalue

current P M7

Software and Database Inventories

Guidance

f open

Must have
*Software/Database
Vendor" at the inventory-

Mandstory far tem-implementation/component/propléname="vendor-name"] \ t tor
Software! T S Software and /fedramp . gov/ns/oscal™]/@value item level either explicitly or
Database Dot venden Database. Leave X Oor1 via a linked component

Vendor - | pen ,,S.b"i ) /*/aystem-implementation/system-inventory/inventory-item/
Source™ae | OS/infrastructure. prop[Ename="vendor-name"] [Ens /fedramp .gov/ns/oscal” May defing it at component
""‘r;:_’:“ level and propagate to
inventory-item
/*/system-implementation/component /prop [ Bname="softuara-name"]
[Bns="https://fedramp.gov/nafoscal™]/@valus
Mandstory for T — e R
Soﬁvl:a;g Name of Sofiware or W:‘:r /*/system-implementation/component/prop [Enam ersion”] Evalue Required for software or
DaNta 2 bace product and Database. Laave X ODor1 e eee o ) ; . database. Omit for
ame T T biank for /*/system-implementation/systen-inventory/inventory-item/ 0% Infrasiructure
Version OS/nfrastructure. prop[@name="software-name"] f@value
f*/system-implementation/sy m-inventory/inventory-item/
proplEname="software—version"]/@value
Opfional i /*/aystem-implementation/component/ prop [Ensme="patch-lavel”] /Gvalue The “Patch Lever may be
if applicable ppacalic
Pateh Lavel ’ Oease, e IR AN o s oy e Specifiad al he componert
biank prop [Eneme="software-patch-level”] /@value Y :
Must have a brief, text-base
*function” description in the
value flag at the inventory
L . item-level
faystem-implementation/component/prop[@name="function"] /@value
PR . o May define it at component
For Sofware or Database. r.[anrzancr_'{fm /*/{system-implementation/component/prop[Bname="function"]/remarks level and propagate to
e ‘Software or - G
Function S Ef“ded oy I:ala‘?:;:h;aaue X ODor1 /*/=ystem—implementation/system-inventory/inventory-item/ inventory-item
ank for

for the system

OSinfrastructure.

propl@name="function”] /fvalua

f*/system-inplementation/systen-inventory/ inventory—item/
prop [@name="function"] fremarks

May have a separate
*function” at the component
level

May have an expanded,
formatted funcfion
description in the remarks
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Any Inventory

Inventory
“item

Data Location: XPath Notation

Any additional Optional for .
c i i re, X Oori |/*/=ystem-implementation/component/remarks May have comments in either
omments | o oieo oy ey or ) B ) . the component lew
e e ) Datalsa. AL impl. on/sy inventory/inventory-item/remarks inventory-tem Ievel “or both.
Serial Product sarial Optional |{D, J*/syscem-implementation/system-inventory/inventory-item/
Fe, S OSTnfastuchy X 0or proplEname="serial-number"] /Evalus
Tag8 internal asset 9‘;?;;;;"" S /ey impl ion/ inventory/inventory-iten/
L proplEneme—"zssec-tag”]/bvalus
Optional for 7 ‘.i's}:‘sceurimplement.a:ion/system*imrenbor ¥/inventory-item/prop [Ename="vlan—
VLAN/ irtual LAN or O&iinfrastructure, X 0-m 1d"]/Evalue
Network 1L Hstwork (0. &l?'a;'s‘:"d J*/system-implementation/system-inventory/inventory-item/
LEER proplEname="network—id"]/@valus
COMPONENT OWNER (Persecn):
/*/metadata/party[Buuid=/*/system—inplementation/component/responsible—role Must have “System
[@role-id="asset-oWner ]!paruruuldmg OwmerfAdministrator” at the
Mandstory for COMPONENT ADMINISTRATOR (Org): nventory fem-level.
Syst Marme of the HIGH impact J*/metadata/party[Buuid=/*/system-implementation/component,/responsible-role
.Ad'zinistrat systam systems. Optional X 0-m [Brole-id="asset-administrator™] /party-uuid] /name ;’ésgl %%Ténslg;;gt‘.;tg é)nent
orl Owner | Sdmimistitor or ,\M"}g';;gf“[‘:n INVENTORY ITEM OWNER [Perscm): inventory-tem.
[*/matadata/party[funid=/* /system-implemantation/system-inventory/inventory-
S item/responsible-party[frole-id="asset-owner"]/party-uuidl./mame May have a separate “system
s
TVENTORY ITEM ADMINISTERTOR (Dcg) = O niglor” at the
[*/matadata/party[Bunid=/* /aysts l-En:atlon/system—).nventongi.nventﬂxy‘—
item/responsible-party[frole=; ld— asset. administrator”] fparty-uuid] fname
COMPONENT OWNER:
/*/matadata/; ar:y[ﬂuuld—!"fs stem-inplementation/component/responsible— =
folm e AR e e Foarey i d) Frane Must have “Application.
CMPONENT ADMINISTRATOR: Inventory tem-level.
Narme of the Optional for /*/metadata/party [Buuid=/*/system-implementation/component/responsible—
Application | oo OShnfastruchure, rolelBrole-id="asset-administrator”] /party-uuidl /name May deting il al component
Administrat | _SEEEet b X 0-oo level and propagate to
ori Uwmer T Datatzse INVENTORY ITEM OWNER: inventory-item.
- f*/metadata/party[Bid=/*/5 Xstam—implemem:acicm/ system-inventory/inventory-—
responsible-party[frole-id="asset-owner"] /party-id] /person/person-nams May have a separate “system
INVENTORY ITEM ADMINISTRATOR: g‘\;:rﬁgﬁgnmt\?égﬁtor atine
[*/metadata/party [Buuid=/*/system :mplmnt.acmn/syst.em—mvent.nnar/inventu:y— .
item/responsible-party[@role-id="asset-administrator"]/party-uui
a . - - - Valid values: infrastructure,
Indicate which ~ /*/system-implementation/componsnt/prop [Bname="scan-type"] web, database.
scan fypefs) | Mirastucture X 1 [@n=="https://fedramp.gov/na/oscal™ ]/ @value
Eeanl VS the item is - datahase, Mandatory - . 2 If more than one
e web /*/system-implementation/system-inventory/inventory-itam/ AppICaDIE LS one held per
o proplEname="scan-type"] [Ens="https://fedramp.gov/ns/oscal™]/Evalue type. '
Indicate the I an item has more than one
=z i 5 cryptographi cm%]u{e USE
informtian for . = : ="eali n one en ,'per\.al anon
T Mandatory for any /*/ system-—implementation/component/prop [@name="validation"]
FIPS140-2 | IMEMOY | component- | tem invohving X 1w - [@ns="https://fedramp_gov/na/oscal"]/Evalue certifical
LTI FIFS 140-2 o QT&EEEE J*/system-implementation/s tEm—inVEnwr%!ln\.‘EﬂEDIy‘-l am/ May define “FIPS 140-2
validated - proplEname="validation"] [@ns="https://fedramp_gov/ns/oscal™]/Bvalus validation” af the component
cryptagraphic: IEVEl and propagate 10 e
madule.

inventory-tem level.
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