Control Response: Normalized Approach

The normalized approach is prefered. Organizations starting new with no legacy SSP

content should use this.

For organizations converting from a legacy FedRAMP SSP Word template, consider

starting with the Control Response: Flat Approach and migrating to the normalized

approach over time.

With the normalized approach, system elements are first defined as OSCAL components
. Relvant components are then associated with control statements via statements/ by-
components entries. Control responses are then provided in the approrpiate by-

component entry.

control-implementation:

implemented-requirements:
control-id:

set-parameters:
- param-id: ac-01_odp.01
values:
- all admins and users

- param-id: ac-01_odp.03

statements:
- statement-id: ac-1_smt.a ,
by-components: /!

This System .

description: "" ’
responsible-roles: ’
- role-id: ______ i
AC Policy o
- component-uuid: _______ r

description: "About the x
policy" Ry

AC Procedure .~
- component-uuid: _______ ’

description: "About the
procedure"

- statement-id: ac-1_smt.
- statement-id: ac-1_smt.

system-security-plan:

Revision #8

system—characteristics:
components:

- param-id: ac-01_odp.02 /

- component-uuid: r ’

type: EEE;:;ystem
title: This System

description: "Required.
Represents the entire

system."

type: policy
title: AC Policy
links:

- href: ./policy.pdf
responsible-roles:

type: process-procedure
title: AC Procedure
links:

- href: ./procedure.pdf
responsible-roles:

type: hardware
title: XYZ Firewall
responsible-roles:

type: software
title: Web Server
responsible-roles:
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control-implementation:

implemented-requirements:
control-id:

set-parameters:
- param-id: ac-02_odp.01
- param-id: ac-02_odp.02

statements:

- statement-id: ac-2_smt.

by-components:

. This System

*— component-uuid:
description: ""
responsible-roles:
- role-id:

AC Procedure
==-— component-uuid: _______
description: "About the
procedure"

XYZ Firewall
_.=— component-uuid: _______
description: "About the
firewall"

Web Server
-~ component-uuid: _______
description: "About the
web server"

- statement-id: ac-2_smt.b
- statement-id: ac-2_smt.
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